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Hypothesis:

“Part of the interview process..?”



  

Solid advice:

Do not ever plug a USB found on the street into 
your system

Ps. if one is directly addressed to you; RUN



  

DISCLAIMER:
This presentation is a highly stylized version of 

what had actually happened



  



  

Pluggin’ it in… aaaand it’s empty.



  

Pluggin’ it in… aaaand it’s empty.



  

Poke it with a 
stick:

Try copying a file



  

Intermezzo; what actually to do
1) Grab a (freshly installed) Raspberry PI and SPI cable

2) Create a serial connection

3) Disable USB auto-mount

4) Plug in the weird usb device

5) Create a drive image 
(dd if=/dev/sda of=image.dd bs=512)



  

Binwalk!

https://github.com/ReFirmLabs/binwalk

ps. I liked V2 better

https://github.com/ReFirmLabs/binwalk


  

Entropy is sky-high!



  

Bingo!
DECIMAL       HEXADECIMAL     DESCRIPTION
--------------------------------------------------------------------------------
45238826      0x2B24A2A       MPEG transport stream data
56781204      0x3626994       Uncompressed Adobe Flash SWF file, Version 77, File size 
                              (header included) 2698231425
57507841      0x36D8001       mcrypt 2.2 encrypted data, algorithm: blowfish-448, mode: CBC, 
                              keymode: 8bit
76350477      0x48D040D       PGP RSA encrypted session key - keyid: 1005801E 1478776A RSA   
                              (Encrypt or Sign) 1024b
82073172      0x4E45654       MySQL MISAM compressed data file Version 6
94300930      0x59EEB02       Uncompressed Adobe Flash SWF file, Version 28, File size       
                              (header included) 2769373577
117629626     0x702E2BA       EBML file
132057858     0x7DF0B02       Uncompressed Adobe Flash SWF file, Version 27, File size       
                              (header included) 2232505748
164259563     0x9CA66EB       QEMU QCOW Image
169814786     0xA1F2B02       Uncompressed Adobe Flash SWF file, Version 26, File size       
                              (header included) 1695637919
207571714     0xC5F4B02       Uncompressed Adobe Flash SWF file, Version 25, File size       
                              (header included) 1158770090
218158077     0xD00D3FD       QNX4 Boot Block
245328642     0xE9F6B02       Uncompressed Adobe Flash SWF file, Version 24, File size 
(header included) 621902261
276128186     0x107561BA      Uncompressed Adobe Flash SWF file, Version 84, File size 
(header included) 1774255688
283085570     0x10DF8B02      Uncompressed Adobe Flash SWF file, Version 23, File size 
(header included) 85034432
310092169     0x127BA189      Uncompressed Adobe Flash SWF file, Version 82, File size 
(header included) 2421954452
320842498     0x131FAB02      Uncompressed Adobe Flash SWF file, Version 22, File size 
(header included) 3843133899
325902811     0x136CE1DB      Uncompressed Adobe Flash SWF file, Version 58, File size 
(header included) 3890864333
358599426     0x155FCB02      Uncompressed Adobe Flash SWF file, Version 21, File size 
(header included) 3306266070
469484817     0x1BFBC511      Uncompressed Adobe Flash SWF file, Version 106, File size 
(header included) 20960001
494924883     0x1D7FF453      MySQL MISAM compressed data file Version 3
546112252     0x208D02FC      Uncompressed Adobe Flash SWF file, Version 30, File size 
(header included) 344204032
546778371     0x20972D03      Cisco IOS experimental microcode, for ""
569197858     0x21ED4522      Uncompressed Adobe Flash SWF file, Version 29, File size 
(header included) 1022436247
601776629     0x23DE61F5      Uncompressed Adobe Flash SWF file, Version 33, File size 
(header included) 4188564192
603487486     0x23F87CFE      MPEG transport stream data
607737342     0x243955FE      MPEG transport stream data
628175107     0x25713103      Uncompressed Adobe Flash SWF file, Version 52, File size 
(header included) 2562658729



  

4328626692    0x102019A04     Intel x86 or x64 microcode, sig 0xe1f7db10, pf_mask 0xa5e79d4b, 1A0F-01-01, rev 0xf108611, size 4128771433
4328627204    0x102019C04     Intel x86 or x64 microcode, sig 0xe1f99d10, pf_mask 0xa5ece34b, 1C0F-01-01, rev 0xf10a411, size 4135683433
4328627716    0x102019E04     Intel x86 or x64 microcode, sig 0xe1fb5f10, pf_mask 0xa5f2294b, 1E0F-01-01, rev 0xf10c211, size 4142595433
4328628228    0x10201A004     Intel x86 or x64 microcode, sig 0xe1fd2110, pf_mask 0xa5f76f4b, 200F-01-01, rev 0xf10e011, size 4149507433
4328692228    0x102029A04     Intel x86 or x64 microcode, sig 0xe2d8db10, pf_mask 0xa88a9d4b, 1A0F-01-02, rev 0xf1f8611, size 718540138
4328692740    0x102029C04     Intel x86 or x64 microcode, sig 0xe2da9d10, pf_mask 0xa88fe34b, 1C0F-01-02, rev 0xf1fa411, size 725452138
4328693252    0x102029E04     Intel x86 or x64 microcode, sig 0xe2dc5f10, pf_mask 0xa895294b, 1E0F-01-02, rev 0xf1fc211, size 732364138
4328693764    0x10202A004     Intel x86 or x64 microcode, sig 0xe2de2110, pf_mask 0xa89a6f4b, 200F-01-02, rev 0xf1fe011, size 739276138
4328757764    0x102039A04     Intel x86 or x64 microcode, sig 0xe3b9db10, pf_mask 0xab2d9d4b, 1A0F-01-03, rev 0xf2e8611, size 1603276139
4328758276    0x102039C04     Intel x86 or x64 microcode, sig 0xe3bb9d10, pf_mask 0xab32e34b, 1C0F-01-03, rev 0xf2ea411, size 1610188139
4328758788    0x102039E04     Intel x86 or x64 microcode, sig 0xe3bd5f10, pf_mask 0xab38294b, 1E0F-01-03, rev 0xf2ec211, size 1617100139
4328759300    0x10203A004     Intel x86 or x64 microcode, sig 0xe3bf2110, pf_mask 0xab3d6f4b, 200F-01-03, rev 0xf2ee011, size 1624012139
4328823300    0x102049A04     Intel x86 or x64 microcode, sig 0xe49adb10, pf_mask 0xadd09d4b, 1A0F-01-04, rev 0xf3d8611, size 2488012139
4328823812    0x102049C04     Intel x86 or x64 microcode, sig 0xe49c9d10, pf_mask 0xadd5e34b, 1C0F-01-04, rev 0xf3da411, size 2494924139
4328824324    0x102049E04     Intel x86 or x64 microcode, sig 0xe49e5f10, pf_mask 0xaddb294b, 1E0F-01-04, rev 0xf3dc211, size 2501836139
4328824836    0x10204A004     Intel x86 or x64 microcode, sig 0xe4a02110, pf_mask 0xade06f4b, 200F-01-04, rev 0xf3de011, size 2508748139
4328888836    0x102059A04     Intel x86 or x64 microcode, sig 0xe57bdb10, pf_mask 0xb0739d4b, 1A0F-01-05, rev 0xf4c8611, size 3372748140
4328889348    0x102059C04     Intel x86 or x64 microcode, sig 0xe57d9d10, pf_mask 0xb078e34b, 1C0F-01-05, rev 0xf4ca411, size 3379660140
4328889860    0x102059E04     Intel x86 or x64 microcode, sig 0xe57f5f10, pf_mask 0xb07e294b, 1E0F-01-05, rev 0xf4cc211, size 3386572140
4328890372    0x10205A004     Intel x86 or x64 microcode, sig 0xe5812110, pf_mask 0xb0836f4b, 200F-01-05, rev 0xf4ce011, size 3393484140
4328954372    0x102069A04     Intel x86 or x64 microcode, sig 0xe65cdb10, pf_mask 0xb3169d4b, 1A0F-01-06, rev 0xf5b8611, size 4257484141
4328954884    0x102069C04     Intel x86 or x64 microcode, sig 0xe65e9d10, pf_mask 0xb31be34b, 1C0F-01-06, rev 0xf5ba411, size 4264396141
4328955396    0x102069E04     Intel x86 or x64 microcode, sig 0xe6605f10, pf_mask 0xb321294b, 1E0F-01-06, rev 0xf5bc211, size 4271308141
4328955908    0x10206A004     Intel x86 or x64 microcode, sig 0xe6622110, pf_mask 0xb3266f4b, 200F-01-06, rev 0xf5be011, size 4278220141
4329019908    0x102079A04     Intel x86 or x64 microcode, sig 0xe73ddb10, pf_mask 0xb5b99d4b, 1A0F-01-07, rev 0xf6a8611, size 847252846
4329020420    0x102079C04     Intel x86 or x64 microcode, sig 0xe73f9d10, pf_mask 0xb5bee34b, 1C0F-01-07, rev 0xf6aa411, size 854164846
4329020932    0x102079E04     Intel x86 or x64 microcode, sig 0xe7415f10, pf_mask 0xb5c4294b, 1E0F-01-07, rev 0xf6ac211, size 861076846
4329021444    0x10207A004     Intel x86 or x64 microcode, sig 0xe7432110, pf_mask 0xb5c96f4b, 200F-01-07, rev 0xf6ae011, size 867988846
4329085444    0x102089A04     Intel x86 or x64 microcode, sig 0xe81edb10, pf_mask 0xb85c9d4b, 1A0F-01-08, rev 0xf798611, size 1731988847
4329085956    0x102089C04     Intel x86 or x64 microcode, sig 0xe8209d10, pf_mask 0xb861e34b, 1C0F-01-08, rev 0xf79a411, size 1738900847
4329086468    0x102089E04     Intel x86 or x64 microcode, sig 0xe8225f10, pf_mask 0xb867294b, 1E0F-01-08, rev 0xf79c211, size 1745812847
4329086980    0x10208A004     Intel x86 or x64 microcode, sig 0xe8242110, pf_mask 0xb86c6f4b, 200F-01-08, rev 0xf79e011, size 1752724847
4329150980    0x102099A04     Intel x86 or x64 microcode, sig 0xe8ffdb10, pf_mask 0xbaff9d4b, 1A0F-01-09, rev 0xf888611, size 2616724847
4329151492    0x102099C04     Intel x86 or x64 microcode, sig 0xe9019d10, pf_mask 0xbb04e34b, 1C0F-01-09, rev 0xf88a411, size 2623636847
4329152004    0x102099E04     Intel x86 or x64 microcode, sig 0xe9035f10, pf_mask 0xbb0a294b, 1E0F-01-09, rev 0xf88c211, size 2630548847
4329152516    0x10209A004     Intel x86 or x64 microcode, sig 0xe9052110, pf_mask 0xbb0f6f4b, 200F-01-09, rev 0xf88e011, size 2637460847
4329609732    0x102109A04     Intel x86 or x64 microcode, sig 0xef26db10, pf_mask 0xcd749d4c, 1A0F-01-10, rev 0xff18611, size 219942261
4329610244    0x102109C04     Intel x86 or x64 microcode, sig 0xef289d10, pf_mask 0xcd79e34c, 1C0F-01-10, rev 0xff1a411, size 226854261
4329610756    0x102109E04     Intel x86 or x64 microcode, sig 0xef2a5f10, pf_mask 0xcd7f294c, 1E0F-01-10, rev 0xff1c211, size 233766261
4329611268    0x10210A004     Intel x86 or x64 microcode, sig 0xef2c2110, pf_mask 0xcd846f4c, 200F-01-10, rev 0xff1e011, size 240678261



  

“Intel x86 or x64 
microcode”



  

Lets just show the file instead...



  

Conclusion: it is not empty



  

Throwing stuff against the wall
● Try if it boots
● See if it interacts with QNX
● Pull it through Sleuthkit
●  (all the) YARA rules
● `strings` search
● (Static) analysis tools (capa)
● DIE (Detect it Easy)
● Gzip extraction
● MPEG frame retrieval
● Attempt to find key material



  

YARA Rules
CRC32c_poly_Constant
CRC32_poly_Constant
CRC32b_poly_Constant
BLOWFISH_Constants
MD5_Constants
RC6_Constants
RIPEMD160_Constants
SHA1_Constants
SHA512_Constants
TEAN
Qemu_Detection
VBox_Detection
VMWare_Detection
VM_Detect_VirtualPC_XEN_W
ine
vmdetect

maldoc_function_prolog_signature
maldoc_structured_exception_handling
maldoc_find_kernel32_base_method_1
maldoc_OLE_file_magic_number
maldoc_suspicious_strings
PEiD_00321_BopCrypt_v1_0_
PEiD_00810_FSG_v1_10__Eng_____dulek_xt_____Microsoft_Visual_C___6_
0___7_0__
PEiD_01272_Neolite_v2_0_
PEiD_01400_Obsidium_v1_0_0_61_
PEiD_01410_Obsidium_V1_3_0_0____Obsidium_Software_
PEiD_01526_PE_PACK_v1_0_by_ANAKiN_1998_______
PEiD_01597_PEEncrypt_v4_0b__JunkCode__
PEiD_01628_PEQuake_V0_06____forgat_
PEiD_01635_PESHiELD_v0_25_
PEiD_01693_pex_V0_99____params_



  

/*
XORSearch wildcard rule(s):
    Find kernel32 base method 1:10:648B(B;00???101)30000000
    Find kernel32 base method 1bis:10:64A130000000
*/
rule maldoc_find_kernel32_base_method_1
{
    meta:
        author = "Didier Stevens (https://DidierStevens.com)"
    strings:
        $a1 = {64 8B (05|0D|15|1D|25|2D|35|3D) 30 00 00 00}
        $a2 = {64 A1 30 00 00 00}
    condition:
        any of them
}



  

Binocle

https://github.com/sharkdp/binocle 

https://github.com/sharkdp/binocle


  

Binocle

https://github.com/sharkdp/binocle 

Demonstra
tio

n Time! :)

https://github.com/sharkdp/binocle


  

SEIZURE WARNING



  



  

What is this even..?



  

Seems like a pattern…



  

Seems like a pattern…

What about steganography?



  

https://cyberchef.io 

https://cyberchef.io/


  

Does it execute?

https://github.com/corstian/brainfuck-interpreter 

https://github.com/corstian/brainfuck-interpreter


  

Reverse 
image 
search



  

Reverse 
image 
search

RANDU
(Pseudo RNG)



  

Pseudo-random number generators 
(PRNGs)!
● High-entropy
● Predictable contents



  



  



  



  



  

So… there is a pattern
● Each row is 512 bytes (1 sector)
● Each row has 64, 64bit integers
● Each row has a constant offset:

512 0 7680 512 115200 15360 1728000 345600 25920000 6912000 ...



  



  



  



  



  

Steganography is ruled out!



  

The existence of malicious code however is 
not...



  

Linear Feedback Shift Registers 
(LFSRs)
● A type of PRNG generating an (eventually) 

repeating sequence
● A pattern can be generated on demand...



  

Hypothesis: pattern generation

1) Generate first x bytes (entry point)

2) Look for pattern no longer than x as generated  
by the LFSR(?)

3) Add a jump to specified offset after the entry  
point

4) Rinse and repeat



  

But what is the entry point..?



  

Normal boot:

1) MBR is executed
2) MBR defines jump to partition
3) Partition bootstraps further operations



  

Emulation / Simulation!
● BOCHS <3
● Das Blinkenlights
● R2 / QEMU



  

To run an emulator

qemu-system-x86_64 ../../VirtualBox\ VMs/Windows\ 10/Windows\ 10.vdi 
-usb -device usb-storage,drive=stick -blockdev 
file,filename=image.original.dd,node-name=stick -boot menu=on -S -s



  

To attach a debugger

r2 -d gdb://127.0.0.1:1234



  



  



  



  



  



  

Security Operation Center:

“Interesting, not pursuing further”
“Policy not to boot from USB”



  

Hypothesis:

“This is a supply chain attack”



  

Back to hardware



  

Device ID

cat /sys/kernel/debug/usb/devices

T:  Bus=01 Lev=02 Prnt=02 Port=01 Cnt=02 Dev#=  4 Spd=480  MxCh= 0
D:  Ver= 2.00 Cls=00(>ifc ) Sub=00 Prot=00 MxPS=64 #Cfgs=  1
P:  Vendor=23a9 ProdID=ef18 Rev= 1.00
S:  Manufacturer=AI210
S:  Product=Mass Storage
C:* #Ifs= 1 Cfg#= 1 Atr=80 MxPwr=100mA
I:* If#= 0 Alt= 0 #EPs= 2 Cls=08(stor.) Sub=06 Prot=50 Driver=usb-storage
E:  Ad=02(O) Atr=02(Bulk) MxPS= 512 Ivl=0ms
E:  Ad=82(I) Atr=02(Bulk) MxPS= 512 Ivl=0ms



  



  

https://flashboot.ru/iflash/page20/ 

https://flashboot.ru/iflash/page20/


  

https://flashboot.ru/iflash/page20/ 

https://www.usbdev.ru/f/index.php?topic=5231.0 

https://flashboot.ru/iflash/page20/
https://www.usbdev.ru/f/index.php?topic=5231.0


  



  



  



  



  



  

PCB vs COB vs UDP

https://www.getusb.info/usb-flash-drives-pcb-cob-udp/



  

Manufacturing process

https://www.bunniestudios.com/blog/2013/where-usb-memory-sticks-are-born/ 

https://www.bunniestudios.com/blog/2013/where-usb-memory-sticks-are-born/


  



  



  

FR4 is nasty stuff!

And it does not dissolve :’(
(without nasty, nasty, nasty stuff)

(I do not trust myself with)



  



  



  



  

Probe set-up

● Designed a PCB
● Created probes from 
needles and shrink tubes



  



  

Shorting the thing
● Wanted direct access to 
the controller

● Can probably repair the 
thing – if I reaaaly feel like it

● Skill issue tbh



  

There are more USBs out there!

They just do not want to give ‘em to me...



  

Open questions
● Whom is targeted? (Windows? BOOTMGR?)

● Where is the jump to the LFSR?
● Why does the big blob indicate microcode 

and blowfish?
● What is the thing at the end..?



  

The end:
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Did you know…

You can bootstrap a lisp evaluator within 512 
bytes?

https://github.com/jart/sectorlisp 

https://github.com/jart/sectorlisp


  

Bonus: high level USB malware 
design

● Boot on start; aim for a bootkit
● Be stealthy – like for real
● Obfuscate the main payload

● Use a lisp-like language…
● Hide a needle in a haystack



  

Lessons learned:

Think before doing

And so much more...



  

Find me
● Corstian Boerman
● Mastodon: @corstian@sunny.garden
● Blog: https://disintegrated.parts

Available for interesting projects.

https://disintegrated.parts/
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